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INFORMATION SECURITY POLICY

Zorlu Holding Information Security Management System (ISMS) has been established to protect the confidentiality,
integrity, and availability of information by implementing asset and risk management processes, and to provide
assurance to relevant parties that risks are properly managed.

Zorlu Holding operates its information security processes in compliance with TS ISO/IEC 27001:2022, the SPK
Information Systems Management Regulation, the CBDDO Information and Communication Security Guide, the Energy
Market Regulatory Authority (EPDK) Cyber Maturity Model, and PCI DSS standards. Zorlu Holding commits to utilizing
the necessary resources across all group services to ensure the implementation and continuous improvement of the
Information Security Management System.

This policy has been prepared by Zorlu Holding Senior Management and approved by the Board of Directors. The
Technology and Digital Business Development Group Presidency is primarily responsible for ensuring compliance with
the Information Security Policy and related policies.

The main objectives set to systematically manage information security are as follows:

e To ensure the confidentiality, integrity, and availability of corporate information assets and all entrusted
information assets from relevant parties within the scope of the Information Security Management System,

e To assess risks related to the confidentiality, integrity, and availability of information and minimize the impact of
these risks,

e To comply with all legal regulations related to information security and contracts made with third parties (business
partners, customers, suppliers, etc.),

e To comply with all laws, regulations, and notifications applicable to Zorlu Holding,

e To adhere to all policies and procedures published within the management systems maintained by Zorlu Holding,

e To allocate necessary resources and plan training programs to improve employee competencies in order to meet
the requirements of the Management System and operate it effectively,

e To preventinterruptions in critical business processes, and if not possible, to restore operations within the targeted
recovery time,

e To plan awareness-raising and guiding activities to ensure the participation and compliance of all personnel and
business partners with the management systems,

e To conduct regular reviews aimed at continuous improvement of the processes and activities used for the
implementation of the Management System,

e To prepare policies and procedures related to mandatory information security controls, review compliance with
these policies and procedures, and conduct controls for their development and improvement,

e To ensure that all working methods and principles are compatible and balanced with information security
processes.

e Information Security and Cybersecurity risks and threats are continuously monitored, and detected incidents are
responded to quickly and effectively, demonstrating a comprehensive management model.

Zorlu Holding Information Security Policies and Procedures are applicable and mandatory for all personnel who use
company information and/or business systems, whether full-time or part-time, contractual or permanent, regardless of
their geographic location or business unit. Third-party service providers who do not fall under these classifications are
also required to adhere to the general principles of this policy and information security procedures, as well as other
security responsibilities they are obligated to comply with.
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BiLGi GUVENLIGi POLITIKASI

Zorlu Holding Bilgi Glivenligi Yonetim Sistemi (BGYS), bilginin gizliligi, biitlnligi ve erisilebilirligini; varlk ve
risk yonetimi slreglerini uygulayarak muhafaza etmek ve ilgili taraflara risklerin dogru bir sekilde
yonetildigine dair glivence vermek icin kurulmustur.

Zorlu Holding, bilgi gtivenligi stireglerini TS ISO/IEC 27001:2022, SPK Bilgi Sistemleri Yonetimi Tebligi, CB DDO
Bilgi ve iletisim Giivenligi Rehberi, EPDK Siber Yetkinlik Modeli ve PCI DSS standartlarina uygun olarak isletir.
Bilgi Glivenligi Yonetim Sistemi’nin uygulanmasi ve siirekli iyilestirilmesi igin tim grup hizmetleri cergevesinde
gerekli kaynaklari kullanacagini taahhiit eder.

Bu politika Zorlu Holding Ust Yénetimi tarafindan hazirlanmis olup, Yénetim Kurulu tarafindan onaylanmustir.
Teknoloji ve Dijital is Gelistirme Grubu Baskanligi, Bilgi Giivenligi Politikasi ve ilgili politikalara uyumun
saglanmasindan birinci derecede sorumludur.

Bilgi glivenligini sistematik olarak yonetebilmek adina belirlenen ana hedefler asagidaki gibidir:

e Bilgi Givenligi Yonetim Sistemi kapsaminda, kurumsal bilgi varliklarinin ve tim ilgili taraflardan emanet
edilen bilgi varliklarinin gizliligini, bGtUnliguni ve erisilebilirligini saglamak,

e Bilginin Gizlilik, Butunlik, Erisilebilirlik ile ilgili ortaya cikabilecek risklerini degerlendirmek ve bu risklerin
etkilerini en aza indirmek,

e  Bilgi glivenligi ile ilgili tim yasal mevzuat ve Uglnci taraflar (is ortaklari, misteriler, tedarikgiler vb.) ile
yapilan sozlesmelere uymak,

e Zorlu Holding’in tabi oldugu tiim kanunlara, yonetmeliklere ve tebliglere uyum saglamak,

e Zorlu Holding bilnyesinde siirdiiriilen yonetim sistemleri dahilinde yayinlanan tim politikalara ve
prosedirlere bagl kalmak,

e Yonetim Sisteminin gerekliliklerini karsilamak ve etkin bir sekilde isletmek lzere galisanlarin yetkinligini
artiracak gerekli kaynaklari ayirmak ve egitim programlari planlamak,

e Kritik is slireclerinde yasanabilecek kesintilerin dnline gecmek, gecilemedigi durumda hedeflenen
kurtarma siresi icerisinde tekrar ¢alisabilir hale gelmek,

e TUm personelin ve is ortaklarinin yonetim sistemlerine katilimini ve uyumunu saglamak icin bilinglendirici
ve yonlendirici faaliyetler planlamak,

e YOnetim Sisteminin ylrGtulmesiicin kullanilan siireg ve faaliyetlerin sirekli iyilestirilmesi amaciyla diizenli
gozden gecgirmeler gergeklestirmek,

e Bilgi glivenligi kontrollerini zorunlu tutan konulara iliskin politikalar ve prosedirler hazirlamak, bu
politikalara ve prosediirlere uyumlulugu gézden gecirmek, gelistiriimesi ve iyilestirilmesi icin kontroller
yapmak,

e Tum calisma yontem ve esaslarinin bilgi glivenligi stiregleriyle uyumlu ve dengeli olmasini saglamaktir.

e Bilgi Glvenligi ve Siber Glivenlik riskleri ile tehditleri stirekli izlenmekte, tespit edilen olaylara hizli ve etkili
sekilde miidahale edilmekte olup kapsamli bir yonetim modeli uygulanmaktadir.

Zorlu Holding Bilgi Guivenligi Politikalari ve Prosedurleri; tam veya yari zamanli, sézlesmeli veya daimi, sirket
bilgilerini ve/veya is sistemlerini kullanan tim personel i¢in, cografi konumdan veya is biriminden bagimsiz
olarak gecerli ve elzemdir. Bu siniflandirmalara girmeyen Uglincl taraf hizmet saglayicilari; bilgi glivenligi
politikasinin ve bilgi glivenligi prosedirlerinin genel ilkelerine bagl hizmet vermesi zorunludur.
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